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Abstract- Cloud computing describes highly scalable resources provided as an external
service via the Internet on a basis of pay-per-use. From the economic point of view, the
main attractiveness of cloud computing is that users only use what they need, and only pay
for what they actually use. Resources are available for access from the cloud at any time,
and from any location through networks. Cloud computing is gradually replacing the
traditional Information Technology Infrastructure. Securing data is one of the leading
concerns and biggest issue for cloud computing. Privacy of information is always a crucia
pointespecially when an individual’s personalinformation or sensitive information is
beingstored in the organization. It is indeed true that today; cloud authorization systems are
notrobust enough. This paper presents a unified approach for analyzing the various security
issues and techniques to overcome the challenges in the cloud environment.
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1. Introduction

Cloud Computing is a paradigm that focuses on sharing data and computations over a scalable
network of nodes. Computing nodes include end user computers, data centers, and cloud
services[14]. Cloud computing advantages include[13]: Lower capital costs, Lower IT operating
costs, Absence of hardware or software installation or maintenance, Optimized IT infrastructure.
Since cloud users do not have to invest in information technology infrastructure, purchase hardware,
or buy software licenses, the benefits include low up-front costs, rapid return on investment, rapid
deployment, customization, flexible use, and solutions that can make use of new innovations
[2].The cloud enhances collaboration, agility, scalability, availability, ability to adapt to fluctuations
according to demand, accelerate development work, and provides potential for cost reduction
through optimized and efficient computing [4, 5, 6, 7].Although there are many benefits to adopting
Cloud Computing, there are also some significant barriers to adoption. One of the most significant
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barriers to adoption is security, followed by issues regarding compliance, privacy and legal matters
[8]. Because Cloud Computing represents arelatively new computing model, there is a great deal of
uncertainty about how security at all levels can be achieved and how applications security is moved
to Cloud Computing [9]. That uncertainty has consistently led information executives to state that
security istheir prime concern with Cloud Computing [10].

2. Cloud Attributes
The Nationa Ingtitute of Standards and Technology definition document [PT09] depicts five
attributes. These attributes describe a cloud based system as a general model providing metered on
demand services to the clients.
The five essentia characteristics are asfollows[11]:
= On-demand self-service. A consumer can unilaterally provision computing capabilities,
such as server time and network storage, as needed automatically without requiring human
interaction with each service provider.
= Broad network access. Capabilities are available over the network and accessed through
standard mechanisms that promote use by heterogeneous thin or thick client platforms (e.g.,
mobile phones, tablets, laptops, and workstations).
= Resource pooling. The provider’s computing resources are pooled to serve multiple
consumers using a multi-tenant model, with different physical and virtual resources
dynamically assigned and reassigned according to consumer demand. Examples of
resources include storage, processing, memory, and network bandwidth.
» Rapid easticity. Capabilities can be elastically provisioned and released, in some cases
automatically, to scale rapidly outward and inward commensurate with demand.
= Measured service. Cloud systems automatically control and optimize resource use by
leveraging a metering capability at some level of abstraction appropriate to the type of
service (e.g., storage, processing, bandwidth, and active user accounts). Resource usage can
be monitored, controlled, and reported, providing transparency for both the provider and
consumer of the utilized service.
The other common characteristics of the cloud include massive scale, service orientation,
homogeneity, virtualization, advanced security, low cost service, geographic distribution, and
resilient computing.

3. Service Models

Software-
as-a-Service

Platform-

as-a-Service
Infrastructure-
as-a-Service

Infrastructure: Platform: Applications:
«CPUs «Development « Enterprise Apps
* Disk Drives and Runtime *Desktop Apps

* Networks Toolsand * Mobile Apps

| - Data Centers Environment

~ Source: Chainlink Research

Figure 1: Cloud Service models

Once a cloud is established, the method of its cloud computing services deployment in terms of
business models can differ depending on requirements. The primary service models being deployed
are. Software as a Service (SaaS) — Consumers purchase the ability to access and use an
application or service that is hosted in the cloud. The necessary information for the interaction
between the consumer and the service is hosted as part of the service in the cloud. Examples could
include Enterprise Resource Planning, Government apps, e-meetings etc.Platform as a Service
(PaaS) — Consumers purchase access to the platforms, enabling them to deploy their own software
and applications in the cloud. The operating systems and network access are not managed by the
consumer, and there might be constraints as to which applications can be deployed.Infrastructure
as a Service (laaS) — Consumers control and manage the systems in terms of the operating
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systems, applications, storage, and network connectivity, but do not themselves control the cloud
infrastructure. Largely because of the relatively lower degree of abstraction, |aaS offers greater
tenant or customer control over security than do PaaS or SaaS[10].

4. Deployment of Cloud Services

Cloud services are typically made available via a private cloud, community cloud, public cloud or
hybrid cloud. Asin figure.2, A Public cloud’s services are offered over the Internet. It is available
to any customer who pays for the service and is owned and operated by the service provider. In
aprivate cloud, the cloud infrastructure is operated solely for a specific organization, and the cloud
may exist on or off the premises. In acommunity cloud, the service is shared by several
organizations that have similar requirements. The infrastructure may be owned and operated by the
organizations or by a cloud service provider.

77 T\
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3
Private Community Public Hybrid
Cloud Cloud Cloud Cloud

Figure 2: Cloud deployment models

A hybrid cloud is usually provided in one of two ways: a vendor has a private cloud and forms a
partnership with a public cloud provider, or a public cloud provider forms a partnership with a
vendor that provides private cloud platforms.

Technology faces many challenges today. The robust technologies include Wireless Networks,
Wireless devices connected to the network, systems in the cloud, and so on. In order to avoid these
threats and to permit authorized useresearch efforts have beenundertaken focusing on the
followingareas. protocol and network security, data and privacy,identity management, trust and
governance, fault tolerance,security, and privacy[19].Cloud computingalso brings with it new
security challenges. Although the public cloud model is appropriate for many non-sensitive needs,
the fact is that moving sensitive information into any cloud not certified for such processing
introduces inappropriate risk [18].Figure. 3 clearly shows security as a major challenge in cloud
environments.

Q: Rate the challenges/issues of the ‘cloud’/on-demand model

Security
Availability

Performance

On-demand paym't model may cost more
Lack of interoperability standards
Bringing back in-house may be difficult

Hard to integrate with in-house IT

Not enough ability to customize

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
(Scale: 1= Not at all concerned 5 = Very conceme d)

Source: IDC Enterprise Panel, 3Q09, n = 263, September 2009

Figure 3: Security: amajor challenge, Source: Source: IDC Enterprise Panel, 3Q09, n = 263, September 2009

5. Security Issuesin The Cloud
Cloud security concept requires total situational awareness of the threats to the network,
infrastructure and information.
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Potential for vendor lock-in

Security
-

Figure 4: Challenges of Cloud Computing

Data in the cloud typicaly resides in a shared environment, but the data owner should have full
control over who has the right to use the data and what they are allowed to do with it once they gain
access. Information security is an area of concern in cloud environment [15]. Figure.4 depicts the
challenges which include the issue of vendor lock-in. The vendor lock-in problem is the situation
where customers are dependent (i.e. locked-in) on a single cloud provider technology
implementation and cannot easily move to a different vendor in future without substantial costs,
legal constraints, or technical incompatibilities [16].

Table 1: Top three security concerns for cloud services.
1 Lack of Control over the Location of Data
2 Increased Vulnerabilities from Shared

Infrastructure
3 Privileged User Abuse at the Cloud Provider

Apart from the concerns depicted in Table 1, the following are the most important cloud security
threats discussed in [4]:
i. Abuse and nefarious use:
Criminals continue to leverage new technologies to improve their reach, avoid
detection, and improve the effectiveness of their activities.
Cloud Computing providers are actively being targeted, partially because their
relatively weak registration systems facilitate anonymity, and providers’ fraud detection
capabilities are limited.
ii. Insecure interfaces and APIs:

- While most providers strive to ensure security is well integrated into their service
models, it is critical for consumers of those services to understand the security
implications associated with the usage, management, orchestration and monitoring of
cloud services.

Reliance on a weak set of interfaces and APIs exposes organizations to a variety of
security issues related to confidentiality, integrity, availability and accountability.
iii. Malicious insiders:

- The impact that malicious insiders can have on an organization is considerable, given
their level of access and ability to infiltrate organizations and assets.

Brand damage, financial impact, and productivity losses are just some of the ways a
malicious insider can affect an operation.
As organizations adopt cloud services, the human element takes on an even more
profound importance. It is critical therefore that consumer of cloud services understand
what providers are doing to detect and defend against the malicious insider threat.

iv. Shared technology issues:
Attacks have surfaced in recent years that target the shared technology inside Cloud
Computing environments. Disk partitions, CPU caches, GPUs, and other shared
elements were never designed for strong compartmentalization.
As aresult, attackers focus on how to impact the operations of other cloud customers,
and how to gain un-authorized access to data.

v. Dataloss or leakage:
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Data loss or leakage can have a devastating impact on a business. Beyond the damage
to one’s brand and reputation, a loss could significantly impact employee, partner, and
customer morale and trust.
Loss of core intellectual property could have competitive and financia implications.
Worse still, depending upon the data that is lost or leaked, there might be compliance
violations and legal ramifications.

vi. Account or service hijacking:

- Account and service hijacking, usualy with stolen credentials, remains a top threat.
With stolen credentials, attackers can often access critical areas of deployed cloud
computing services, alowing them to compromise the confidentiality, integrity and
availability of those services.

Organizations should be aware of these techniques as well as common defense in depth
protection strategies to contain the damage (and possible litigation) resulting from a
breach.

vii. Unknown risk profile:
When adopting a cloud service, the features and functionality may be well advertised,
but few questions like - What about details or compliance of the internal security
procedures, configuration hardening, patching, auditing, and logging? - How are your
data and related logs stored and who has access to them? - What information if any will
the vendor disclose in the event of a security incident? Needs to be addressed.
Often such questions are not clearly answered or are overlooked, leaving customers
with an unknown risk profile that may include serious threats.

6. Effective Data Security Techniques

The seven of the specific security issues pointed by Gartner in [3] speaks about the questions/issues
the customers must raise with vendors before selecting a cloud vendor: clients must ask the
providers to supply specific information on the hiring and oversight of privileged administrators
along with the controls over their access, Are their cloud computing providers subjected to external
audits and security certifications?, Ask providers if they will commit to storing and processing data
in specific jurisdictions, and whether they will make a contractual commitment to obey local
privacy requirements on behalf of their customers, the cloud provider should provide evidence that
encryption schemes were designed and tested by experienced specialists on data, Ask the provider if
they have “the ability to do a complete restoration, and how long it will take?”, request for support
for specific forms of investigation, and Ask potential providers how the customer can get their data
back in case of a disaster?.

The most effective data security techniques for the cloud are [20]:

- Devising difficult-to-guess passwords. The most secure passwords incorporate several
characteristics to deter hackers, including lower- and upper-case letters, numbers, and
special symbols. They should aso include 10 or more characters.

Providing limited access. Third-party cloud vendors/Staff should have access only to the
datawhich fall into purview to carry out their jobs.

Backing up sensitive files. Backing up files virtually and physically can happen. Provided,
recovery is possiblein case of disasters.

Implement a strong encryption plan. From mobile devices to PCs to cloud storage
solutions, every place a business stores private data should have the highest level of
encryption possible. Passwords, zip files, and encryption software help keep information in
the right hands and out of hackers reach.
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- Start Security Planning Early
dentifv Val for Your Sel d
Four Things an IT Can Do to

Vulnerabilities

Protect Data - in Motion, in Process, and at Rest
Secure Your Platform

Extend Trust Across Federated Clouds

Choose the right Cloud Service Provider

Figure 5: Best Practices of Intel for cloud security.

Figure.5introduces the best practices applicable to vendors as well as clients to get over majority of
the threats faced in the cloud environment. Further, to ensure security, cryptographic approaches
and usage policy rules may be considered. When someone wants to access data, the system should
check its policy rules and reveal it only if the policies are satisfied [1]. Sensitive data should be
encrypted, both when it is stored on some medium and also when the data is in transit across a
network - for example, between storage and processing, or between the provider's system and a
customer system. An extra consideration when using cloud services concerns the handling of
encryption keys - where are the keys stored and how are they made available to application code
that needs to decrypt the data for processing? It is not advisable to store the keys alongside the
encrypted data[17].

7. Conclusion

Cloud Computing services ranging from data storage and processing to software, such as email
handling, are now available instantly, commitment-free and on-demand. A number of threats to
cloud security exists which include data breaches, Weak identity, credential and access
management, Insecure interfaces and APIs, System and application vulnerability, Account
hijacking, Madlicious insiders, Advanced persistent threats, Data loss, Abuse and nefarious use of
cloud services, Denia of service and so on. With respect to privacy, cloud providers must ensure
that all critical data (credit card numbers, for example) is masked and that only authorized users
have access to data in its entirety. Further, digital identities and credentials must be protected. When
it comes to protecting data in the cloud, data and network encryption are considered quite effective.
This paper has presented a unified approach towards identifying the major security issues in the
cloud environment. An attempt is al'so made to identify the techniques for effective data security on
the cloud.
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